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Scientific relevance and challenges

Today’s children are growing up in an always-on, interactive digital media society.! Research has
demonstrated that digital media equally create opportunities for children, in terms of
entertainment, education, and communication, as well as posing risks for their well-being and
safety.22 One of the most pressing issues in the current societal debate on digital media is its
growing threat for children’s privacy and security.*® This threat not only includes the safety risks
involved in sharing personal information online, but also commercial data collection and profiling
practices. These practices raise serious concerns about digital dossiers that could follow children into
adulthood, affecting their access to education and employment.>® To ensure that children can
participate fully in the digital media culture but at the same time use online media safely, there is a
growing call to invest in children’s digital and media literacy.>*®

Media literacy education generally focuses on developing the knowledge (including technical
skills and understanding of how digital media messages are constructed) needed to become critical
consumers and creators of media messages in a variety of forms.>% As such, it aims to promote
more reflective ways of using media, and hence to stimulate safe (online) media behavior. However,
the earlier work of myself?2* and others'®202531 has revealed that even if children have acquired the
necessary media-related knowledge, this does not ensure they also use and respond to media in a
reflective manner. This implies that enhancing children’s knowledge of media will not automatically
result in safe online behavior. Existing theories on digital and media literacy!33 fall short in
explaining how to overcome this knowledge-behavior gap. To do so, these theories need to be
expanded with insights from theories on behavior change and, because the cognitive capacities
needed to translate knowledge into behavior are still maturing in children, theories on cognitive
development. In light of this need, the proposed project seeks to validate a novel theoretical
framework, the Digital Media Empowerment model, using an integrated theoretical approach
(combining theories on media literacy, behavior change, and cognitive development) to explain
how children can be empowered to behave safely online.

By adopting an integrated developmental-behavioral approach to digital media literacy, the
DME model will not only focus on the knowledge children need to safely consume and create digital
media content, but will also take into account the mechanisms that increase children’s agency to
actually act on that knowledge. On top of the framework being able to explain the mechanisms that
drive children’s safe online behavior, it will serve as a practical tool for the easy identification of the
factors that should be targeted by interventions to empower children to use media safely. Such
insights are imperative because only when interventions are effective in helping children to make
the crucial transition from having the necessary knowledge to actually applying that knowledge in
order to act safely, can they fully benefit from the opportunities digital media have to offer.



Key objectives and focus of the project
To validate the DME model, the project has two key objectives:

1) to empirically test the theorized relationships between the model’s mechanisms (i.e.,
knowledge, ability, motivation) and children’s online safety behavior through observation
(Subproject I) and manipulation of the model’s mechanisms (Subproject Il); and

2) to develop an innovative research tool for data collection and intervention involving an
advanced game-based research methodology that can be used to test the model’s theorized
relationships (Subproject | & 1).

By addressing these key objectives, the project provides evidence for the validity of the
theoretical assumptions of the DME model. As the model’s working might vary in natural and
experimental settings, the theorized relationships are tested both through observation and
manipulation of the model’s mechanisms. The model will be tested for different types of online
safety behaviors (e.g., limiting self-disclosure, adopting privacy protective measures), which allows
more general conclusions on the validity of the DME model to be drawn.

The research project focuses on young adolescents (10- to 14 year olds), because children in
this age range rapidly gain autonomy in their online behaviors and activities*® implying that safe
digital media habit formation is crucial. Children in this age range also still have difficulty regulating
their online behavior autonomously?! but do possess the cognitive capacities that are necessary to
boost their behavior-regulation skills.3®

Theoretical famework: The Digital Media Empowerment Model

Figure 1 depicts the DME mode, which is the conceptual framework that serves as the starting point
of this project. The model extends existing digital and media literacy theories by extending them
with insights from theories on children’s cognitive development, and behavior change. The following
section describes how these theories together form the basis of the model.

Starting at the left-hand side of Figure 1, the figure first depicts the foundation of the model:
knowledge. The DME model shares the assumption of classic media literacy theories that knowledge
(including technical skills and understanding of how digital media messages are constructed) is
fundamental to the acquisition of media literacy, as it provides the context within which individuals
can access, create and make sense of (digital) media content.131-33

However, the earlier work of myself?2* and others'>2%2>31 has shown that having knowledge
of media does not automatically result in changes in their media behavior. Theories of children's
cognitive development suggest that this is especially true for children, because the cognitive skills
they need to translate knowledge into action are not yet fully developed.?*® Moreover, insights on
how children use and create media have shown that children’s experiences with media are largely
driven by pleasure, instant gratification, and emotional action (“How appealing is this to me?”).
1.21,2834 Together, these insights suggest that, due to children’s immature cognitive abilities—
combined with the impulsive and affective nature of their experiences with media—children’s ability
and motivation to act on their knowledge and behave safely online are low. This is problematic
because theories of behavior change suggest that abilty and motivation are important behavioral
determinants.?® The DME therefore posits that, for knowledge to lead to behavior, both ability and



motivation to perform the behavior are crucial mechanisms that should be taken into account when
explaining how children can be empowered to behave safely online.
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Figure 1. Conceptual framework, the DME model

Insights from developmental theories suggest that children’s ability to act safely online
depends largely on their cognitive skills.3® To behave safely online, children should be able to control
their impulsive responses to what they see in and do with digital media and instead respond in a
different way. | refer to this process as the "stop-and-think reaction,"?! because it requires that
children control their impulsive reactions ("stop") and then come up with a strategy to deal with the
situation ("think"). The stop-and-think reaction is closely linked to children’s executive functions,
which are a set of mental processes that aid in the monitoring and control of emotion, thought, and
action,® and do not reach adult levels until late adolescence.3®

The upper half of Figure 1 depicts the two aspects of executive functioning that are assumed
by the model to play a key role in children’s ability to stop and think while interacting with digital
media: attentional and action control. Attentional control enables the inhibition of irrelevant
information and efficient retrieval and integration of relevant information.?® For children to behave
safely online, attentional control is required to process the media content and pro-actively respond
by shifting the attention away or efficiently retrieving relevant knowledge (e.g., how to change
privacy settings) from memory. Action control is required to overcome impulsive behavioral
tendencies in response to the enticing appeal of the media. Children with higher levels of action
control generally behave in a more self-directed and independent fashion, and show more
perseverance.*%2 Children with less developed attentional and action control, will be more likely to
respond to the emotionally pleasing aspects of the media they are using immediately and are
therefore less likely to enact a stop-and-think response and engage in safe online behavior.?

The lower half of Figure 1 depicts motivation. Theories of behavior change suggest that,
without motivation or intention to do so, a person is unlikely to put effort in regulating their
behavior.*-* |n line with these theories and earlier research,*->° the model assumes that children
who are less motivated to act on their media-related knowledge with regard to safe online behavior,
are less likely to actually do so while engaging with digital media.



Based on the insights presented above, the DME model hypothesizes that higher levels of
ability and motivation lead to a stronger knowledge-behavior relationship. Following theories of
behavior change, the model also assumes that children’s online safety behavior does not occur in a
vacuum. The DME model posits that the extent to which individual levels of ability and motivation
moderate the knowledge-behavior relationship is dependent on several contextual factors that
determine children’s opportunity to perform the behavior.?” Children’s opportunity to perform safe
online behavior, represented in Figure 1 by the square around the model, is determined by both the
social context (e.g., the influence of others) and the physical media context (e.g., technological
affordance, that is the extent to which a media platform allows certain safe behavior to be carried
out) in which the children’s online media use takes place.

Methods and techniques

In addressing the overall aim, the proposed project adopts an innovative methodological approach
by using an advanced game-based strategy for data collection and intervention. Specifically, an
innovative research tool, called the Digital Media Empowerment (DME) Lab, will be developed that
encompasses a range of game-based research technologies. Gaming technology is pre-eminently
suitable for the purposes of this project for three reasons:

1. Gaming technology enables children to experience digital media in a real-life environment,
which makes it possible to observe and measure unobtrusively their online decision-making
and safety behavior in real-life situations through in-game metrics. Children’s online
behavior is commonly measured through self-report. However, self-reported measures of
behavior have several disadvantages that decrease their validity (e.g., social desirability,
inaccurate recall, measurement of intentions instead of actual behavior).3® Gamified data
collection methods are less subject to these types of response bias than traditional
methods.>®>8

2. Gaming technology enables experimental manipulation of the underlying mechanisms of the
DME model by integrating evidence-based intervention techniques into the mechanics of
the game.>®

3. Games, at least when professionally designed, are engaging and intrinsically motivating,
which is crucial to keep children involved in the research and to improve data quality.>%5!
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